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Module Aims And Objectives

*+ This module aims to provide learners with the
knowledge and skills around the complex
Issues of data management and governance '
In an organisational context, including ethical

and compliance issues that these present.
Learners will explore the ethical, legal, and
social implications of using data-driven
technologies such as big data, analytics,
Internet of things, and machine learning. The
students will learn how to establish processes
and systems that consider best practices for
data governance and adhere to ethical and

regulatory requirements for data handling. B i b Urroun mutoris e uner oy



http://www.picpedia.org/highway-signs/d/data.html
https://creativecommons.org/licenses/by-sa/3.0/
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Minimum Intended Module Learning Outcomes

101 Demonstrate critical understanding of the governance and regulatory frameworks
associated with the key data lifecycle stages for an effective management of data assets.

+LO2 Demonstrate critical awareness and interpretation of the data privacy and data protection
regulatory landscape in socio-technical environments.

- LO3 Critically analyse and evaluate the main ethical, legal, and social implications of using data-
driven technologies.

¢ LO4 Investigate and appraise the interplay of fairness, accountability, and transparency in
algorithmic decision-making systems and demonstrate awareness of technical solutions to
enhance these concerns.
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Brief history of human rights; Privacy and confidentiality; Sources
of rights: Universal declaration of human rights, European
Convention on Human Rights, EU Charter of Fundamental Rights;
Types of EU legislation

National law; General Data Protection Regulation Scope; Personal
data; Legitimate bases for data processing; Data protection
principles; Data subject rights; Privacy by design and by default

Data protection impact assessment; Issues of consent; Supervision
and enforcement; Data protection in practice including
international transfers, surveillance, cloud computing, and
auditing



Privacy and Data
Protection (Part I)

The Right To Privacy - History and
European Institutions




European Data Protection

Origins

“No matter how much an authority or company wants us to trust them,
data about us in the wrong hands can seriously harm us.”
Tim Clements (Purpose and Means)

- Comprehensive data protection laws are essential for
protecting human rights

-+ 25th May 2023 — 5th year anniversary of the GDPR

- Example of events:

% 1945 — establishment of the
United Nations

% 1948 — declaration of the
Universal Declaration of
Human Rights, a milestone
document in the history of

human rights
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A Short History of Human Rights

= Privacy underpins human dignity RIGHTS OF MAN.
+ Universal human rights are a relatively new concept but it does  #ewse = . sorse. arracx
have its antecedents in documents throughout history: aENeet
% Magna Carta (1215) TrRR A
 English Bill of Rights (1689) Al
% French Declaration on the Rights of Man and Citizen (1789) s S
»+ US Constitution and Bill of Rights (1791) o Fapes
+# Some writers were very influential in the development of the ~ wowhom
concept (e.g., Thomas Paine and the Rights of Man(1791)) but =~ ==
It was not until the 20th century that the concept came into its o e
OWﬂ) “popular political revolution is
' permissible when a government does not
~# Problem: Many of these excluded different groups, thus, they safeguard the natural rights of its people”

were not universal.

http://hrlibrary.umn.edu/edumat/hreduseries/hereandnow/Part-1/short-history.htm



Concept of Privacy

*Right of Privacy can be defined as the right
of a person to enjoy his own presence by
himself and decide his boundaries.

*#Individual has a right to limit sharing his
personal information with other individuals
or entities or the media.

someone
else

#Personal information is a form of personal
property to an individual.

~NOT a Violation
violation of of privacy
privacy
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European Data Protection Board

The EDPB Opinion:
EC Draft Adequacy

International Secondary Decision for the UK
Agreements EU Legislation

Instruments produced by
the EU in the exercise of its
external competences

Types of EU legislation

EU legislation

Primary
Legislation

P A -\’

Treaties Binding Non-Binding
Directly applicable.

All EU law is derived
from the Treaties.

Set out the rules for
how the institutions of
the EU function

Recommendations Opinions

L Allows the
Regulations becisions EU member states can either institutions to make
follow the advice or not. a statementin a
Suggest a line of action without non-binding fashion
imposing any legal obligation

‘ ' Only relevant to
Directly applicable. ember state specified bodies
Apply to all .

member states.
Enforced through
the national courts



The Right to Privacy

“#The right to privacy Is guaranteed both In:
1. The Constitution (National basic law)

2. European Level
%1948: UN Universal Declaration of Human Rights
+1953: European Convention on Human Rights (ECHR)
#1958 EU Charter of Fundamental Rights

https://www.lawyersnjurists.com/article/the-protection-of-right-to-privacy/



The Right to Privacy

*#The right to privacy Is guaranteed both In:
1. The Constitution (National basic law)
2. European Level
+1948: UN Universal Declaration of Human Rights

+1953: European Convention on Human Rights (ECHR)
+1958: EU Charter of Fundamental Rights




The Right to Privacy In the Universal

Declaration Of Human Rights

{Q"‘E’ THE UNIVERSAL DECLARATION
*+ After WW2, fundamental rights should be attributable to T e Hlunan R_]O'hts
iIndividuals irrespective of their country of origin m e s s S
+ Adopted by the UN General Assembly in Paris on 10 S —"~3_:~?—W
December 1948 proclaims the inalienable rights of all T S o A
human beings SEETEnT Bt
#The Universal Declaration of Human Rights serves as a .
foundational document for international human rights; e
It sets out for the first time fundamental human rights to be e

universally protected | om
-1t iIs composed of 30 articles ‘ N ==

= Article 12 “No one shall be subjected to arbitrary
Interference with his privacy, family, home or S e
correspondence, nor to attacks upon his honor and T A
reputation. Everyone has the right to the protection of the S —
law against such interference or attacks. “ s




The Right to Privacy

*#The right to privacy Is guaranteed both In:
1. The Constitution (National basic law)

2. European Level
%1948: UN Universal Declaration of Human Rights
+1953: European Convention on Human Rights (ECHR)
+1958: EU Charter of Fundamental Rights




The Right to Privacy in the European

Convention on Human Rights

-+ Established in 1950 and entered into force in 1953
-+ Based on the UN Universal Declaration of Human Rights.

-+ Enforced by the European Court of Human Rights (ECtHR) a.k.a.
Strasbourg Court

-+ Article 8 Right to respect for private and family life states that:

1. Everyone has the right to respect for his private and family life, his
home and his correspondence.

2. There shall be no interference by a public authority with the exercise of
this right except such as (s in accordance with the law and (s necessary (n
a democratic soclety (n the interests of national security, public safety or
the economic well-being of the country, for the prevention of disorder or
crime, for the protection of health or morals, or for the protection of the
rights and freedoms of others.

https://www.echr.coe.int/documents/guide_art_8 eng.pdf

https://www.coe.int/en/web/impact-convention-human-rights/right-to-privacy

AT
EUROPEAN COURT OF HUMAN RIGHTS
COUR EUROPEENNE DES DROITS DE L'HOMME

Guide on Article 8
of the European Convention
on Human Rights

Right to respect for private and family life,
home and correspondence




EUROPEAN COURT OF HUMAN RIGHTS

Implementation of the European ol BRSO
Convention on Human Rights -

[ =0

« The European Court of Human Rights a.k.a. the Strasbourg Court, is an international court of
the Council of Europe that interprets the European Convention on Human Rights

- Judgements of the Court legally bind countries to stand by its rulings.

DNA records of innocent people destroyed after privacy
complaint

Two men from Sheffield had DNA samples taken by the police. Criminal charges against them were dropped.
However, under British law the police could retain their DNA forever. The Strasbourg court ruled that keeping DNA
records of innocent people breached their right to privacy.

THEMES: Right to privacy £ United Kingdom

Justice for woman whose private health data was leaked to

journalists

Gitana Biriuk took successful legal action against a newspaper that disclosed her HIV status. She only received a
small amount in damages because of legal limits on what could be awarded. The European court ruled that these

Privacy reforms after retired couple had their phone ta pped - limits failed to protect Gitana’s right to privacy. By the time of the judgment, Lithuania had removed the upper limit

on compensation awarded by its courts in such cases.
Jacques and Janine Huvig were a retired couple who had run a fruit-and-vegetable business. Police tapped their

phone and listened to their conversations. At the time, investigators had almost limitless powers to tap the phones
of almost anyone for almost any reason. The European court ruled that there must be clear legal limits and
safeguards to protect people's privacy - leading to a change in...

THEMES: Right to privacy Human rights and health = Lithuania

THEMES: Right to privacy 11 France

https://www.coe.int/en/web/impact-convention-human-rights/right-to-privacy



The Right to Privacy

*#The right to privacy Is guaranteed both In:
1. The Constitution (National basic law)

2. European Level
%1948: UN Universal Declaration of Human Rights
+1953: European Convention on Human Rights (ECHR)
+1958: EU Charter of Fundamental Rights




The Right to Privacy In The Charter Of

Fundamental Rights

# The Charter of Fundamental Rights of the European Union brings together the ’
most important personal freedoms and rights enjoyed by citizens of the EU ‘
into one legally binding document (overarching framework for human rights croviion

Freedoms;

in the EU
) | | | Chapters = .
% The Charter was declared in 2000 and came into force in December 2009 =ue
= The Charter is interpreted by the Court of Justice of the European Union R 4
(C‘] E U) > cgii;ﬁrt\:- 4 Solidarity
. +Chapter 2: Freedoms (Art. 6 — 19) Aride7
+# |t is based on the EU Treaty, CJEU case law, member Sikpeciiyfribecendl Byl
States, ConStitUtional trad itions, and the Euro pean Everyone has the right to respect for his or her private and family life, home and communications.
Convention on Human Rights
Article 8
-+ The Charter however addresses some modern issues Protection of personal data
tha‘t are not Included In the ECH R (for example’ human 1. Everyone has the right to the protection of personal data concerning him or her.
cloning, and data protection). 2 S den . e g G sl g s of i coel o
data which has been collected concerning him or her, and the right to have it rectified.
3.  Compliance with these rules shall be subject to control by an independent authority.

https://youtu.be/Fceik3nGkxM

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT



Implementation of The Charter Of

Fundamental Rights

~Rights provisions can be enforced through decisions in national courts or
ultimately European Court of Justice

~+Fundamental Rights Agency provides a database of relevant court cases.
~«Under Article 8 (Protection of Personal Data), among some cases listed

CJEU Case C-311/13 / Opinion

Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems

Policy area: Information society

Deciding body type: Court of Justice of the European Union
Deciding body: Advocate General

Type: Opinion

Decision date: 19/12/2019

ECLI (European case law identifier): ECLI:EU:C:2019:1145

https://fra.europa.eu/en/case-law-database




Privacy and Data
Protection (Part Il)

Key Provisions in the General Data
Protection Regulation (GDPR)




The General Data Protection Regulation (GDPR) >

“# came into effect in 25 May 2018 to replace the Data Protection Directive 1995
“ harmonize data privacy laws across Europe
¢ applies to all organizations that handle personal data of EU residents

“#adds new rights to individuals & new obligations to organizations (data
controllers and processors)

“#can impose fines up to €20 million or 4% of global turnover




Article 2

Articles 1-3 cover the applicability of the GDPR

Material scope

1. This Regulation applies to the processing of personal data wholly or partly by automated means and to the
processing other than by automated means of personal data which form part of a filing system or are intended to form
part of a filing system.

2. This Regulation does not apply to the processing of personal data: When Does the

GDPR Not Apply?

(@) in the course of an activity which falls outside the scope of Union law;

(b) by the Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of the TEU;
(c) by a natural person in the course of a purely personal or household activity;

(d) by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to
public security.

3.  For the processing of personal data by the Union institutions, bodies, offices and agencies, Regulation (EC)
No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts applicable to such processing of personal
data shall be adapted to the principles and rules of this Regulation in accordance with Article 98.

4.  This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular of the liability
I rules of intermediary service providers in Articles 12 to 15 of that Directive. _




GDPR Material Scope

%« There are some cases where GDPR will not apply, this is depending on e
® the nature and circumstances of the personal data processing, T "\
® the type of personal data being processed, ‘“/
®* or when the data protection issue occurred, .

the GDPR will not apply and instead, another legal framework concerning
the regulation of the processing of personal data may apply.

% For example

¢ if a data protection complaint or a possible infringement of the law
relates to an incident which occurred before the GDPR

=» The Data Protection Acts 1988 — 2003

® After 25 May 2018, if the processing of personal data is carried out for
a law enforcement purpose

=» The Law Enforcement Directive

https://www.dataprotection.ie/en/who-we-are/data-protection-legislation



Article 2 of the GDPR states that the GDPR doesn't apply to a "purely personal or household activity.":
Recital 18 of the GDPR provides some examples of personal and household activities:

» Personal correspondence

+ Keeping an address book

« Social networking (as a private individual)

UK Ring doorbell court case
Camera doorbells allow you to see who is at your door when they press the button - as well as detect
motion.

Dr Mary Fairhurst (the claimant) said she had to move out of her home because of the doorbell
installed by neighbor Jon Wooward.

Mr Woodward (the defendant) had a Ring doorbell attached to the front door of his home in addition
to a number of home security video devices set up around his home.

At the end of a court hearing, Judge Melissa Clarke said:
* Mr Woodward’s use of the smart doorbell device and other personal CCTV items had breached
data protection laws
* the images and video of Dr Mary are her personal data O
 Mr Woodard had breached the Data Protection Act 2018 and UK GDPR and now faces a
compensation fine of up to £100,000 for this breach

https://www.scotsman.com/business/consumer/ring-doorbell-is-the-smart-camera-doorbell-a-breach-of-privacy-uk-ring-doorbell-court-case-explained-3420662



Personal Data

Art 4(1)

Personal data is any information belonging to an identified or identifiable
natural person, i.e. an individual could be identified directly or indirectly with these
data.

> a name, an identification number, location data, an online identifier, or factors
such as physical, physiological, genetic, mental, economic, cultural or social that
may lead to identifying a person.

E.g., Irish Supervisory Authority interpretation:
“The data was personal data as the complainant could be s oot 4
identified from it and it related to the complainant as an “;':‘:3:.':5:;??
individual.”

Anidentification @ | o 000000 @ i e ' o Economic, cultural
number . P, 5 or social identity

Eﬂg of a person




Personal Data (Examples) ¥

WHAT IS AND WHAT IS NOT CONSIDERED PERSONAL DATA
+ SPECIAL CATEGORY

SPECIAL CATEGORIES

criminal racords a company registration

personal data related to number-;
racial or ethnic origin an email address

medical records as info@company.com

religious or philosophical anonymiZed data
beliefs information about legal

name

email address
(name.surname@dom
ain.com)

phone number
Internet Protocol (IP)
address

home address

trade-union membership entities
blood type data related to a deceased

political stands... individual




Processing of Personal Data

Art 4(2). Processing refers to any operation which is performed on personal data such as:

% Collection ¥ Recording
* QOrganisation % Structuring
% Storage + Adaptation
~ Alteration +# Retrieval Or Consultation

= Alignment Or Combination > Disclosure By
Transmission,

+ Use Dissemination Or

% Erasure Or Destruction Otherwise Making
Available

 Restriction

Pseudonymised data is also in scope, while anonymized
data is not.




Controller Vs. Processor

Art. 24-43

Controller: Any natural or legal person, public Processor: A natural or legal person,
authority, agency or other body which alone or public authority, agency or other body
jointly with others determined the purposes which processes personal data on behalf
and means of the processing of personal data. of the controller.

ﬁ

* Responsible for carrying out the actual processing
* Needs to maintain an audit trail of al processing
activities

» Responsible for managing the use of data
« Defines the how and why of personal data
processing




Administrative Fines

Big Tech, Big Fines

Highest fines for breaching one or more articles
of the General Data Protection Regulation”

amazon $740m

"/

o
® I
Google [} ssom

FACEBOOK [Jjjj s60om O
Google [ seom m
Google Jj s50m Tl

C —
#M B s35m i b |

* Currency converted on Sep 6, 2022

Source: CMS GDPR Enforcement Tracker

statista %a

The Countries With The Most
GDPR Data Breaches

Personal data breaches notified per EEA jurisdiction
(May 25, 2018 to Jan 27, 2020)"

Breaches per

Total breaches 100,000 people

The Netherlands S NG 40,647 147.20
Germany @ [N 37,636 ——— 31.12
United Kingdom Sp I 22,181 17.79
Ireland ( ) [ 10,516 132.52
Denmark 4 I 9,806 115.43
Poland g I 7,478 13.74

Sweden {p Il 7,333 48.14

Finland <= [l 6,355 71.11

France ( ) M 3,459 3.20
Norway 45 M 2,824 3731

* EEA - European Economic Area (EU-28 + Norway, Iceland, Liechtenstein).
Source: DLA Piper

SI0JO, statista %a



Key Data Protection Provisions in GDPR

w.r.t. data protection measures
N\

Data Protection Principles (Art. 5)

\




Data Protection Principles

CONSENT
Art. 5-11 Data Protection Principles (DPRS) | recumenenrs vuoes

THE GDPR

* A AN FOIMAN INFOGRAPHIC W\WJ‘.Fl‘lIMMN.[{I]IiD
1. Lawfulness, Fairness, and Transparenc 4 o
MUST BE MUST NOT

2. Purpose limitation

3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and Confidentiality
7. Accountability

© mazu MEZSON WIWWANDEZTOONS.COM

\\

“Before I write my name on the board, I'll need to know
how you're planning to use that data.”




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency
3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and Confidentiality
7. Accountability

Spotify teams up with Ancestry to create playlists based
on your DNA

Tuesday, September 25, 2018 - 08.08 AM

It you could listen to your DNA,
what would it sound like?

With an Ancestryl »st you can discover more about
yourself—from learning your ethnicity to connecting with
distant relatives. And now your AncestryDNA results can play a

unique Spotify mix of music, inspired by yout.oggins.




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency
2. Purpose limitation

4. Accuracy

5. Storage limitation

6. Integrity and Confidentiality
7. Accountability

We process your
fingerprints to lend you
books and give you
access to the library

Biometric
Access
System




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency

2. Purpose limitation I'm not Matthew!
3. Data minimization I'm Phil!

5. Storage limitation
6. Integrity and Confidentiality
7. Accountability




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency
2. Purpose limitation

3. Data minimization

4. Accuracy

6. Integrity and Confidentiality
7. Accountability

DATA
RETENTION




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency
2. Purpose limitation

3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and Confidentialit
7. Accountability




Data Protection Principles

Art. 5-11 Data Protection Principles (DPRs)

1. Lawfulness, Fairness, and Transparency
2. Purpose limitation

3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and Confidentiality

7. Accountabilit




Key Data Protection Provisions in GDPR

w.r.t. data protection measures
N\

Data Protection Principles (Art. 5)

\




Rights of the Data Subject

Art. 12-23

—_—— = - — =

ReSTRICT.

PROCESSING

iNfORMATION

-




Key Data Protection Provisions in GDPR

w.r.t. data protection measures
N\

Data Protection Principles (Art. 5)

\

@ Data Subject Rights (Art. 13-22)




Art. 25 GDPR
Data protection by design and by
default

Taking into account the slate of the art, the cost of implementation and the nalure, scope,
conlexl and purposes of processing as well as the risks ol varying likelihood and severity Tor
righls and freedoms of natural persons posed by the processing, the controller shall, both at
the time of the determination of the means for processing and at the time of the processing
itgelf, implement appropnate technical and organisational measures, such as
pseudonymisation, which are designed o implement data-protection principles, such as
data minimisation, in an effective manner and to integrate the necessary safeguards into the
processing in order 1o meel the requirernents ol this Regulation and protect the nights of

dala subjects.

' The controller shall implement appropriate technical and organisational measures for
ensuring that, by defaull, only personal dala which are necessary for each specilic purpose
of the processing are processed. * That obligation applies 1o the amount of personal data
collecled, the extent of their processing, the period of their storage and their accessiblity. TIn
particular, such measures shall ensure thal by defaull personal data are nol made accessible

without the individual's intervention o an indefinite number of natural persons.

“Implement appropriate technical
and organizational measures ...”




Ann Cavoukian, former Information and Privacy Commissioner of Ontario coined the Privacy

by Design concept EXAMPLE:

Girls Around Me mobile app shows where women who
have checked-in on Foursquare are on a map.
=>» “Let’s stalk women” app

o PROACTIVE NOT REACTIVE; PREVENTATIVE NOT REMEDIAL *

e PRIVACY AS A DEFAULT SETTING

ﬂ Access my basic information

e PRIVACY EMBEDDED INTO DESIGN = g G

5 :' - [ 1 Access my photos
| POS'T'VE'SUM, NOT ZERO'SUM ‘;oAq':, . & ::cu- intormation people share with

o
-TO-END SECURITY - FULL DATA LIFECYCLE PROTECTION

Post on my behalf
7 ¥

’r Access my data any time

o VISIBILITY AND TRANSPARENCY- KEEP IT OPEN

@ 2011 Social Information Group



https://itunes.apple.com/us/app/girls-around-me-foursquare/id468059309?mt=8

Transfers of Personal Data

What happens when data transfers are
required for international commerce or co-
operation?

Transfers of personal data to third
+ EU law requires that this is done in a way that is countries or international

“essentially equivalent” to those required organisations
under EU law

% Athird country refers to any country outside the

European ECOn0m|C Area (the “EEA”)_ Article 44 -~ General principle for transfers
>2§) Essentla”y EU prOV|deS fOr a tlered approaCh |n Article 45 —  Transfers on the basis of an adequacy decision
" . | | | A tiered
prov|d|ng SUCh protect|ons ) Article 46 —  Transfers subject to appropriate safeguards
approach

Article 47 -  Binding corporate rules
Article 48 —  Transfers or disclosures not authorised by Union law
Article 49 —  Derogations for specific situations
Article 50 - International cooperation for the protection of personal data




Transfers of Personal Data

1. Transfers on the basis of an
adequacy decision (Art. 45 GDPR)

2. Transfers subject to appropriate
safeguards (Art. 46 GDPR)

3. Derogations for specific situations Sased on adequacy  Based on appropriate  Based on specifc
(Art. 49 GDPR)

Cross-border data transfers

organisations




Transfers Based On Adequacy Decision

(Art. 45 GDPR)

» A transfer of personal data to a third country or an international organisation may take

. . . . . Cross-border data transfers

place where the Commission has decided that the third country, a territory or one or

more specified sectors within that third country, or the international organisation in @

guestion ensures an adequate level of protection. Such a transfer shall not require any Busedonsdaquary  Basedonappropeiate  Based onspecfi
SpeCIfIC authorlsatlon. decision safeguards derogations

— Effect of adequacy decision: the transfer is the same as if was carried out within the EU
(intra-EU transmissions of data)

Adequate level of protection? After evaluating number of factors such as the laws, respect for human rights
and freedoms, national security, data protection rules, the existence of a data protection authority and binding
commitments entered into by the country in respect of data protection

The European Commission has so far recognised Andorra, Argentina, Canada (commercial
organisations), Faroe Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of Korea,
Switzerland , the United Kingdom under the GDPR and the Law Enforcement Directive, and Uruguay as
providing adequate protection.

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en



Transfers Subject To Appropriate Safeguards

(Art. 46 GDPR)

* In the absence of an adequacy determination, personal data only transferred Based on adequacy E;Iappmm Based on specic

decision

subject to “appropriate legally enforceable safeguards”

Cross-border data transfers

safeguards

derogations

“# These may include:

1. Standard data protection clauses contain contractual obligations on the Data Exporter and the Data Importer, and rights for
the individuals whose personal data is transferred. Known as “standard contractual clauses (SCC). There are SCC between

controller-controller and controller-processor.

2. Binding Corporate Rules (BCRs) — a legally binding internal code of conduct operating within a multinational group (approved
by DPA, contain enforceable data subject rights, BCRs for controllers and processors) — further provisions on the use of BCRs are

set out in GDPR Art. 47

3. an approved code of conduct pursuant to Article 40 together with binding and enforceable commitments of the controller or

processor in the third country to apply the appropriate safeguards, including as regards data subjects’ rights;

4. an approved certification mechanism pursuant to Article 42 together with binding and enforceable commitments of the controller

or processor in the third country to apply the appropriate safeguards, including as regards data subjects’ rights.



Transfers based on Specific Derogations

(Art.49 GDPR)

* Derogations are exemptions from the general principle that personal data Cross-border data transfers
may only be transferred to a third country if an adequate level of protection
IS prOVIded for In that thlrd Country Based on adequacy Based on appropriate Based on specific

decision safeguards derogations

* In the absence of an adequacy decision or appropriate safeguards, transfers
shall take place only in following circumstances:

a) Consent — based on individual's informed consent on specific cross-border data transfer.

b) Contract — based on a contract between the individual and the organization.

c) Contract - concluded in the interest of the data subject

d) Public interest — important reasons of public interest.

e) Legal claims — to exercise or defence of legal claims.

f) Vital interests — vital interests of the individual or other persons, where the individual is incapable of giving consent.

g) According to EU law — intended to provide information to the public on legitimate interest.



EU Digital Agenda

The ePrivacy Regulation
What to Expect

1. Proposal for ePrivacy Regulations
2. Provisions for Transfers to UK post-Brexit l v

3. Data Transfers to the US in the light of
Schrems | and Schrems Il cases ->
Proposal of a Trans-Atlantic Data Privacy
Framework

Trans-Atlantic
b ¢

Data Privacy Framework

I *
‘**




Open Data and Re-use of Public Sector

Information Directive

The Open Data Directive (EU) 2019/1024 mandates the release of public sector data in free
and open formats.

¥ The overall objective of the Directive is to continue the strengthening of the EU’s data economy by
Increasing the amount of public sector data available for re-use, ensuring fair competition and easy
access public sector information, and enhancing cross-border innovation based on data.

%ghe_main principle of the Directive is that government data should be open by default and
esign.

¥ The provisions of the Directive include:
# Release of non-personal data in open formats and to open standards.
# Data to be available in real time and via APIs (where possible).
# New rules on charging - free reuse becomes a principle.
# Re-use of publicly funded research data.
*# List of High Value Datasets (HVDs) to be laid down in an Implementing Act.
# Prevention of data lock-in, exclusive arrangements discouraged.
+# Re-use of data held by public undertakings such as public utilities and transport providers.


https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1561563110433&uri=CELEX:32019L1024

Privacy and Data
Protection (Part 1l1)

Data Protection in Practice




Survelllance

% CCTV systems must be used only where there is a legitimate use
that is documented. Data controllers must be aware of DP
Implications both ethical and legal

“# The legitimate uses could be for example in securing premises,
supporting workplace safety management, and aiding in the
prevention and detection of crime.

Q

¥ Data controllers should be aware that footage or images ’
containing identifiable individuals captured by CCTV systems
are personal data for the purposes of data protection law.

Guidance for Data Controllers

“# Even where processes are used to obscure or de-identify
iIndividuals from CCTYV footage, the footage or images are still
considered personal data if it is possible to re-identify the
Individuals (analogous to pseudo-anonymization)


https://www.dataprotection.ie/sites/default/files/uploads/2019-05/CCTV%20guidance%20data%20controllers_0.pdf

CCTV Checklist

* Do you have a clearly defined purpose for installing CCTV?

%@Purpose | » What are you trying to observe taking place?
%Lawfulness\(
*Necessity

~<Proportionality

B Se Ccu nty & What information is being captured

= Rete ntlon Why information is being CCTV /
are

-
d being monitored Who is responsible for the
+Trans parency S for the 9‘:?:“ of crime / safety of this personal data

How you can contact the
person/organisation in For further information contact:
relation to your data T




Cloud Computing

- More and more enterprises are moving to the cloud

- Moving to the cloud applies a fundamental shift and how
organisations collect ,process, and share data
* (1) general privacy and security challenges of cloud computing
* (2) more GDPR specific challenges

% Qrganisations need to ensure there is adequate security for
the personal data they process.

Guidance for Organisations An Coimisitin um
E ing Cloud Servi cS) S aaaon,
ngaging Ciou ervice C animirgsi(e)% ion

Providers


https://ww/
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers_Oct19.pdf

Security in Cloud Computing

7 N
The cloud service provider (CSP) should give assurances on key issues such as: mll
pseudonymisation and encryption;
isolation or separation of a personal data from the CSP’s other customer data; ‘ - -
ensure ongoing confidentiality, integrity, availability and resilience; Lﬂ
restoration of availability and access in the event of a physical or technical incident;
regular testing, assessing and evaluating the effectiveness of measures;
procedures in the event of a data breach; and

EE S T S I S

process to delete or return all personal data on contract termination.

Mechanisms of verification:

¥ requesting a detailed technical analysis incorporating an information security audit questionnaire or an approved code of conduct/certification
mechanism

% on-site inspections of the CSP, implementation of the security policy and/or audit of personal data processing operations/technology usage


https://solutionsreview.com/cloud-platforms/7-cloud-security-questions-you-need-to-ask-your-cloud-provider/

Auditing

¢ Data controllers need to regularly audit their holdings of personal
data and the procedures they have in place to protect this data.

Questions they should ask include:

1. Do we know what types of personal data we hold:

electronically (including less obvious data such as CCTV images)?
e On paper?

2. Are we satisfied with the level of security (access, editing, deletion
on our own systems and its documentation

3. If we outsource processing of personal data to a data processor

(including a 'cloud computing' service provider), are we satisfied
that their security procedures are adequate?



Data Anonymization

Example: Location
data combined with

Anonymisation

Example: Location
data combined with
a permanent ID

Example: Location
data combined with
a changing ID

Example: Aggregated
location data with
any ID removed

|

¥




Data Anonymization

Personal data Potential personal data

¥

Example: Location Example: Location Example: Location Example: Aggregated

data combined with data combined with data combined with location data with
real name a permanent ID a changing ID any ID removed

‘_._\
b A Low Utillity,
ALEL) High! Privacy,

ligh Utility A
Low Privacy y

=




Poor Anonymization

simply removing identifiers
is an ineffective way to
anonymize data

Ethnicity

Visit Date Name
Maslfed I?rizi::zirse Zip Adgr::s \/L(Jizet‘r
Mggg’al Medication DOB P:rt; Data
Group Insurance Total Charge Gender Voted Date

Commission

......

2002: Former Massachusetts governor's medical record re-identified




Poor Anonymization
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Teenager finds sperm donor dad on
internet

Using nothing more than a swab of saliva and the internet, a 15-year-old boy has
tracked down his anonymous sperm donor father, according to details released
today.

By sending a swab taken from the inside of his cheek for genetic testing, the
teenager was able to use genealogy websites to trace his father by looking for men
with a matching Y-chromosome, which is passed down the male line.

The genetic detective work has major implications for men who have donated
sperm under condition of anonymity and expect their identity to remain secret
for ever. The news is expected to lead to a surge of other donor children

GEaF’d

International ed|

ian

2005: teenager tracked down his
anonymous sperm donor father

SCienCe Home News Journals Topics Careers

SHARE  NEWS & ANALYSIS  GENETICS

> DNA Donors
Q John Bohannon

+ See all authors and affiliations

@ Science 18 Jan 2013

Vol. 339, Issue 6117, pp. 262
DOI: 10.1126/science.339.6117.262

@ Genealogy Databases Enable Naming of Anonymous

2013: identity of anonymous

DNA donors revealed

ou Ehe New Jork Times

A Face Is Exposed for AOL Searcher No. 4417749

By MICHAEL BARBARO 404 TOM ZELLER Jr.  AUC 9, 2008

TECHNOLOGY

Buried in a list of 20 million Web search queries collected by AOL and
recently released on the Internet is user No. 4417749. The number was
assigned by the company to protect the searcher’s anonymity, but it was not
much of a shield

No. 4417749 conducted hundreds of searches over a three-month period on
topics ranging from “numb fingers” to “60 single men’” to “dog that urinates
on everything.”

And search by search, click by click, the identity of AOL user No. 4417749
became easier to discern. There are queries for “landscapers in Lilburn,
Ga,” several people with the last name Arold and “homes sold in shadow
lake subdivision gwinnett county georgia.”

It did not take much investigating to follow that data trail to Thelma

Amold, a 62-year-old widow who lives in Lilburn, Ga., frequently
di

aid, after a reporter read part of the list to her.

researches he ds ical ailments and love:

er three dogs. “Those

are my searches,

AOL removed the search data from its site over the weekend and apologized

2006: Identity discovered:
Thelma Arnold, a 62-years-old
widow who lives in Lilburn,
Georgia

2008: Subscribers identified

Poorly anonymized logs reveal NYC cab
drivers’ detailed whereabouts

Botched attempt to scrub data reveals driver details for 173 million taxi trips.

DAN GOODIN - 6/23/2014, 8:25 PM
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14: NYC cab drivers' detailed
whereabouts revealed




Anonymization Techniques
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Exercises

Suggestions for Exercises/Tutorials for Students




How to Get Students Involved

'LZI Presentations and discussion of case studies/landmark cases in legal instruments
Quizzes (Quizizz, Kahoot!) for retaining concepts and definitions
Critical review and group discussion of academic or industry papers

/\% Practical exercises and tools for conducting DPIAs, Data Anonymization, etc.



Quiz on GDPR
(5 Questions)

https://quizizz.com/admin/quiz/631b1b89f0b6e0001d621a59?source=quiz share



https://quizizz.com/admin/quiz/631b1b89f0b6e0001d621a59?source=quiz_share

Case Study 1:

Use of CCTV In the Workplace 1/3

Complain: DPC received a complaint that concerned the use of CCTV cameras by the data controller in the complainant’s work premises, and
the viewing of that CCTV footage (which contained personal data of the complainant, consisting of, among other things, images of the
complainant) for the purpose of monitoring the complainant’s performance in the course of his employment with the data controller.

Scenario: At the time of the complaint, the data controller had a CCTV policy in place, which stated that the reason for the CCTV system was
for security and safety. This was also stated on signage in place in areas where the CCTV cameras were in operation. The facts indicated that
the purposes for which the complainant’s personal data was initially collected were security and safety. However, during a meeting with the
complainant, a manager informed the complainant that CCTV footage containing the complainant’s personal data had been reviewed solely
for the purposes of monitoring the complainant’s performance in the course of the complainant’s employment with the data controller.

Moreover, in written responses to the DPC, the controller stated that, at the time of the complaint, access to CCTV footage was available on a
standalone PC in the department, which did not require log-in information. The responses from the controller indicated that access to CCTV
footage was not logged either manually or automatically.

Questions:

 What do you think is the legal basis used by the employer to use CCTV to monitor the workplace?
* What issues do you identify in the above scenario w.r.t. GDPR compliance?

* If there are any GDPR infringements, how they can be addressed?



Case Study 1:

Use of CCTV In the Workplace 2/3

Q ue St| ons.: Complain: DPC received a complaint that concermned the use of CCTV cameras by the data controller in the complainant’'s work
premises, and the viewing of that CCTV footage (which contained personal data of the complainant, consisting of, among other
things, images of the complainant) for the purpose of monitoring the complainant’s performance in the course of his employment

 What do you think is the legal basis used by the employer to ] uitn the data controller
use CCTV to monitor the workplace?

L e |t| m at e I nt ere St Scenario: At the time of the complaint, the data controller had a CCTV policy in place, which stated that the reason for the CCTV

g system was for security and safety. This was also stated on signage in place in areas where the CCTV cameras were in operation.
The facts indicated that the purposes for which the complainant’s personal data was initially collected were security and safety.
However, during a meeting with the complainant, a manager informed the complainant that CCTV footage containing the

¥ What iSSUGS dO yOU |dent|fy in the above Scenario W. I‘.t. GDPR course of the complainant's employment with the data controller.

com pl ian Ce? Moreover, in written responses to the DPC, the controller stated that, at the time of the complaint, access to CCTV footage was
i i L i i available on a standalone PC in the department, which did not require log-in information. The responses from the controller
1. Further proceSS”’]g data Wh|Ch IS |ncompat|b|e W|th the indicated that access to CCTV footage was not logged either manually or automatically.
original purpose GDPR Art 5(1)(b) Principles relating to
process|ng Of personal data > Purpose L|m|tat|on) '+ What do you think is the legal basis used by the employer to use CCTV to monitor the workplace?
+ What issues do you identify in the above scenario w.r.t. GDPR compliance?
2. Process persona| data fai rly (G DPR Art. 5(]_) (a)), '+ If there are any GDPR infringements, how they can be addressed?

The way the CCTV system and logs were accessed. (Art. 32
Security of processing)

+ If there are any GDPR infringements, how they can be
addressed?

% CCTV policy must be substantially revised and replaced by a new policy

+ Access to CCTV recordings could be limited to a single individual in the
specific unit and recordings are reviewed only in the event of a security
incident or accident.



Case Study 1.

Use of CCTV In the Workplace 3/3

DPC response:
 Reviewing CCTV footage for the purposes of monitoring the complainant’s performance in the course of the complainant’s employment with
the data controller was not one of the specified purposes of processing set out in the CCTV policy and signage.

« The controller acknowledged that the use of the complainant’s personal data in this way was a contravention of its policies.

« Where personal data is processed for a purpose that is different from the one for which it was collected, the purposes underlying such further
processing must not be incompatible with the original purposes. In relation to the use of the complainant’s personal data, the purpose of
monitoring their performance was separate and distinct from the original purposes of security and safety for which the CCTV footage was
collected. On that basis, the processing of the complainant’s personal data contained in the CCTV footage for the purpose of monitoring performance
was further processing for a purpose that was incompatible with the original purposes of its collection.

« The absence of an access log for the CCTV footage was a deficiency in data security generally. Data controllers must implement appropriate
security and organisational measures, in line with Article 32 of the GDPR, in relation to conditions around access to personal data.

« The CCTV policy has since been substantially revised and replaced by a new policy. The controller confirmed that the PC utilised has now
been deactivated and removed. Access to CCTV recordings is now limited to a single individual in the specific unit and recordings are
reviewed only in the event of a security incident or accident.

« Of particular relevance in this type of situation are the obligations to process personal data fairly (Article 5(1)(a)), and to obtain such data for specific
purposes and not further process it in a manner that is incompatible with those purposes (Article 5(1)(b)). Further, appropriate security measures
should be in place to ensure the security of the personal data (Article 5(1)(f) and Article 32).

https://www.dataprotection.ie/en/dpc-guidance/dpc-case-studies#202003

https://www.citizensinformation.ie/en/employment/employment_rights_and_conditions/data_protection_at_work/surveillance_of electronic_communications_in_the_workplace.html
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» Tool: ARX — Data Anonymization Tool
» Website: https://arx.deidentifier.org/

3
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ARX - Data Anonymization Tool
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Proceedings of the AMIA 2014 Annual Symposium, November 2014, Washington D.C., USA. (Pubmed)
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https://arx.deidentifier.org/

Data Anonymization

> Go to:
https://arx.deidentifier.org/downloads/

» Download the ARX tool installer
» Download the example project

» Download additional datasets: irishcensus30m.csv
https://github.com/ucd-pel/COCOA

Fabian Prasser*, Florian Kohlmayer*, Ronald Lautenschlaeger, Klaus A. Kuhn.
ARX — A Comprehensive Tool for Anonymizing Biomedical Data.
Proceedings of the AMIA 2014 Annual Symposium, November 2014, Washington D.C., USA. (Pubmed)


https://arx.deidentifier.org/downloads/
https://github.com/ucd-pel/COCOA

Data Anonymization

» Elements in the Anonymization Process

* Dataset to anonymize

* Categorization of attributes (Identifiers, Quasi-identifiers,
Sensitive Attributes)

* Generalization hierarchies for QlIDs

* Anonymization algorithm

* Privacy level

* Search metric

e Data util ity metric A systematis comporieen and evaluation of K anomymization asor thrme for prachtionee -

Transactions on Data Privacy 7, no. 3 (2014): 337-370.

@vayalariv
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